
MEMORANDUM PORT 

Chief, Security Stan, OL (Design*®) 

FROMi Jems H. McDonald 

Director of Logistic* 

SUBJECT: Delegation of Contracting Authority 


STAT 


STAT 


REFERENCE: Memo for C/OL/SS from D/L, dtd 23 Mar 81, 

same subject 


1. Pursuant to the authority vested in no as Director 
of Logi stics and in accordance with Headquarters Regulation 

you are hereby granted contracting authority to execute, 
on behalf of the Central Intelligence Agency, the attached 
"Contractor Secrecy and Security Agreement" which shall be 
signed by a representative of all firms which are to be given 
access to classified information. You are also authorised 
to redelegate this contracting authority to other Security 
Officers who are involved in the administration of the Agency's 
industrial security program. A record of the individual* who 
are redolegated this special authority must be maintained. 


2. As a condition of this delegation of authority, any 
changes to the "Standard Security Procedures for Contractors" 
referred to in the Contractor Secrecy and Security Agreement Q 
must be coordinated with the Chief, Procurement Management blAI 
Staff, Office of Logistics. 


by 


3. The contracting authority granted to 
referent Is withdrawn. 




■ 5 * 


/a/ James irL McDonald 

James H. McDonald 

Attachment 

CONCUR: 


f X- 



OL - ,1 5103 
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CONTRACTOR SECRECY AND SECURITY AGREEMENT 


THIS AGREEMENT, entered into this . 


. day of 


19 by 


and between on activity a) THE UNITED STATES OF AMERICA (hereinafter called the Government) ond 


(hereinafter colled the Contractor), with its place of business at 


i the city of _ 


, state of . 


WITNESSETH THAT: 

WHEREAS the Government has in the past purchased or may in the future purchase supplies or services required and necessary to 
the notional defense of the United States from contractors or subcontractors thereof or may invite bids or request quo * °" ' P '°T 
controcts for the purchase of supplies or services which are required and necessary to the nol.ona! defense of the Umted States; and 

WHEREAS, it is essential that certain security measures be taken by the Contractor prior to and after his being accorded access to 
classified information; ond 

WHEREAS, the parties desire to define and set forth the precautions and specific safeguards to be token by the Contractor ond I the 
Government in order io preserve and maintain the security of the United States through the prevention of -proper disclosure of closs.hed 
information derived from matters affecting the national defense, sabotage, or any other oct detrimental to the security of the Uni ed 
States: 

NOW, THEREFORE, in consideration of the foregoing ond of the mutual promises herein contained, the parties herelo agree as 
follows: 

SECTION 1— SECURITY CONTROLS 

A The Contractor oqrees to provide and maintain a system of security controls within its or his own ocgamzotion in accoraonce with 
the requirements of the Slondord Security Procedures for Contractor, hereinafter SSPC (1 May 1979), attached hereto or separately 
provided ond mode o port of this agreement; subject, however, (1) to any revisions of the SSPC required by the demands of national 
security os determined by the Government, notice of which has been furnished to the Contractor, ond (2) to mutual agreements entered 
into by the parties in order to adapt the SSPC to the Contractor's business and necessary procedures thereunder. In order to place in eftect 
such security controls, the Contractor further agrees to prepare, when requested by the Government representatives, a security plan and 
procedure for its or his own use, such plans and procedures to be consistent with the SSPC. In the event of any inconsistency between he 
Contractor'* plan ond procedures ond the SSPC os the some may be revised, the SSPC shall control. In addition to the provisions of he 
SSPC, the Contractor agrees to implement ond comply with those other special security instructions and procedures stipulated by the 
Government when the prelection of comportmented information is involved. 

B The Contractor shall appoint o senior official os the Contractor security officer for the proposed controcts. He shall be responsible 
for taking whoever actions ore necessary within the company to enable the Contractor to discharge its security responsibilities under this 
agreement or-d any controct that may be awarded to it. 

C The Contractor shall not disclose to ony person, including ony employee or officer of the Contractor, classified information 
-received or developed under this agreement or ony subsequent contract unless authorized to do so by o Government contacting off. ter or 
his tee,! esentotive. The Contractor shall submit to the Government contacting officer or h.s rep: e sentolrve the name of and relevant 
blog' ephic information concerning, any officer or employee who will need access to closured information m connection with the Controc- 
,„•» activities under this agreement and ar.y subsequent contract. Further, the Cert, attar shall n-it’.- r photograph nor reproduce clashed 
documents or materials involved under this agreement or any subsequent contract, nor permit anyone to do so unless author, red by the 
Government controcting officer or his representative. 

D All classified documents, drawings, specifications, models, ond other materials shall be returned by the Contractor to the Govern- 
ment controcting officer upon demand or within three months after work under ony controct has Uen completed by the Controclor 
(whichever is earlier), unless retention of such material has been authorized by the Government contracting officer. The method ot 
* • 1 1 " 1 *- >r dance wilh the security requirements issued by the Government contracting officer. 


retumina such classified materials shall be in accord 

E. The Contractor shall promptly odvise the Government contracting officer of the nomes of the officers, directors, or key personnel 
of the company or ony subsequent change thereof, ond certify as to the extent of ony foreign interest or control known to il or him by 
completion of DD Form 441s entitled, "Certificate Pertaining to Foreign Mailers." The Contractor shall, in ony case .n which it or he 
believes that foreign influence exists or is being sought to be oblained ever its or his affairs, promptly notify the Government contracting 
officer of oil the pertinent facts, even if such influence is not exerted to ihe degree specified above. 

that it or he shall determine that any subcontractor, bidder, individual, or organization proposed by it or 
<;,. s or services which will involve access to classified info: motion in its or his custody has executed o 
to be’-, j a c L ,: .-V-j access to such classified information. 


F. The Contractor eg: 
him for the furnish- ng cl '• . 
Government Security opt v '1 

SECTION H — INSPECTION 


which is ;t.! 


! p-.t 


uesentu* »eS O? the Gcvtrru 
r irte'vo's the pt or educes, r 
i of the SSPC and or, ; cc 
w, c-.'rT. >.e th :i t the Contractor's security me 4 
e the Contractor advising him o 


ent responsible for Inspection pe' homing tc industrial plant security shall have ihe right to 
ethodsfond facilities utilized by the Contractor in comply ng wilh the requirements of the 
r.portir.er*ed information security requirement. Should the Government, through its au- 
h:>ds t o *-d es, or fo'.i'itl-.-s do rot comply w ith such requirements, it 


. pro. -5 *es, 
deflcic-nses. 


DesV'- 

inspect at recss nc.b’e 
terms and co'-d 
thc*'Iz --d ftp--' 
or he c: al! S.'u . * c writt 

SECTION III — MODI. iCATION 

r>*'on of :h‘s a -eem-nt (os distinguished from the SSPC, which moy be mod'fted in accordance with SECTION I of this 
agreement, rc ; be made only by written ag eement of the parties hereto. 

SECTION IV— TERMINATION 

T, .. , _ tern ;‘ed t^o.-gh *f.e c’vlnu of thirty days' written notice to the other party of intention 

to V* ' -C'.'ir-D hc-ever, r ;t withstanding o y v ch te minctlon, the terms and conditions of this ogreement shall continue in 

effect so lung as the Cut ocb' has classified info-mo 4 ! >n in his or Its possession or under his or its control. 

SECTION V— PRIOR SECURITY AGREEMENTS 

As of the date hereof. th : s cg-eement replaces c-d succeeds C'y and all pH or secrecy or secu-Ity agreements, understand ngs, and 
f epresent otic-ns w:*H respect to the Subject matter mclucjec herein, e • ered ir >o 
that the te-m "secrecy or security og-eements, understandings, ond rep 

• the furnishing of supplies or services to other oj— * 


->or secrecy o 
between the Cc 
> r ese ; .sotl:,ns'‘ sha” nc 


representations contained in contracts for 1 


c’rodor o -d the Government; PPCvOcD, 
f include agreements, understandings, o--d 
•s of the Government. 


4177 

i;-so 
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SECTION VI SECURITY COSTS GovernmeM shell nol be liable far any costs or claims of the Contcoc.oc 

This og'etmeni ooes not obngate Gcserrme .1 funds a ■ ij<d however, that the parties may provide .n other written 

arising out of this agreement or instruct. ons issued h-ej.. - ' y 

contracts for security costs which may be properly chargeoc.e mereto. 

SECTION VII — SEVERABILITY . , , .. 

Each provision of this agreement is severable. If a court should find any provision of this agreement to be unenforceable, 
provisions of this ogreement shall remain in full force ond effect. , . 

IN WITNESS WHEREOF, the parties hereto have executed this agreement as of the day and year indicated below: 


Ttir t tlilTCrt CTATCC 






BY: 


v Authorized representative 
of the U.S. Government) 


DATE: 


CONTRACTOR: 


BY: 

(Authorized representative 
of the Contractor) 


DATE: 


WITNESS: 


BY: 


(Firm) 


(Title) 

Ncle In cose of corporation, wifnc-sses not r-qvrc-d but tif i- 

ccte below must be completed. Type or pnnt names u'.cer ell 

signatures. (Address) 


Ncle: Cc ".1i actor, if a corporation, should cause the ?c". 
,. f ..t ;!» not 0 » ~ute both the agreement end the ce: 


cte 1c be e> -ruled under its corporate seol, provided that the some 


CERTifiCATE 


the co r pc»* at ion ram-d as Con*.a:tor herein; that 
behalf of the Contractor, w as 1 ~n 

behalf of said corpora*. cn L» a_.*hont ; of i*S g. ver-f- g 


certify that I om the 


of 


... who signed this ogreement on 
of said corporation; that sold agreement wes duly signed for ond in 
body, o- d the scope of its corporcte powers. 


(Signature) 


Corporate Seal) 
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MEMORANDUM FOR: Chief, Security Staff, Office of Logistics 

FROM: James H. McDonald 

Director of Logistics 

SUBJECT: Delegation of Contracting Authority 


1. Pursuant to the authority vested in me as Director 
of Logistics and in accordance with Headquarters Regulation 

you are hereby granted contracting authority to execute on behalf 
of the Central Intelligence Agency the attached "Contractor 
Secrecy and Security Agreement" which shall be signed by a 
representative of all firms which are to be given access to 
classified information. You are also authorized to redelegate 
this contracting authority to other Security Officers who are 
involved in the administration of the Agency’s industrial security 
program. A record of the individuals who are redelegated this 
special authority must be maintained. 

2. As a condition of this delegation of authority, any 
changes to the "Standard Security Procedures for Contractors" 
referred to in the Contractor Secrecy and Security Agreement 
must be coordinated with the Chief, Procurement Management Staff, 
Office of Logistics. : 


STAT 


| 

! 


Att , 
CONCUR : : 


Jdmes H.' McfDonald 


CJYiJTf 7 , Logistics § Procurement Law Division 


M&vJ L n (9e; 

Date 


STAT 


i 

f 


STAT! 
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